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Select the appropriate EAP checklist and print
EMERGENCY PRECAUTIONARY PLAN FOR THE VAULT
KOAM will run the plan or next higher alternate if KOAM is unavailable.
2.  Enter the date and time in the spaces provided as each task is assigned and completed.  Steps are to be 
completed in alpha/numerical order.     
ASSIGNED
COMPLETED
a.  Obtain sheets for EPP natural disasters and follow the instructions.    
b.  Call the SCMSRO and advise of the EPP implementation.    
c.  Call CDO or the most senior officer present and advise of the EPP implementation.    
d.  Call all alternates to vault    
e.  Begin preparing for relocation or destruction of COMSEC located within vault.   
3.  NAVPERSCOM KOAM will retain EAP sheets after completion of threat. 
4.  Record the date and time, and sign in the space provided after all of the above steps are completed.  
EMERGENCY RELOCATION PLAN FOR THE VAULT
Once it is determined to relocate COMSEC material, SCMSRO must make the determination of where to relocate.
Joint Center (Building S241A), NOSC (Building N930) or National Guard at the Memphis Airport will be relocation site depending on the threat. 
FIRE ONLY - SECURE ALL COMSEC IN SAFE/VAULT AND LEAVE BUILDING.  If your life is not at risk, retrieve chronological correspondence files, and last back-up tape from vault prior to evacuation.  (Go to FIRE ONLY section of this checklist)
TPI WILL BE ADHERED TO DURING EVOLUTION 
INSTRUCTIONS:  Give this sheet to the KOAM alternates present.
ASSIGNED
COMPLETED
1.  One alternate will guard the main entrance to the vault.  (If any assistance is needed, contact KOAM.)  
You are to assume your post until relieved, secured, or a life threatening situation arises.  
Allow only authorized personnel in to the area as stated on the access roster, which is posted on the wall 
just inside the vault door.  All other business will be conducted outside the vault space. Once in  place, 
record the date and time and sign below to indicate you are on guard duty.
2.  One alternate will ensure that assigned vehicle is readily available to transport classified material to an
alternate site.  It is possible, depending on the situation, that removal will be directed to an alternate site 
other than the NAVPERSCOM vault. 
3.  If "A" or "B" combo personnel are not present, one alternate will inform Security that we need the TOP
SECRET and SECRET combos.
4.  One alternate will call the relocating site and inform them of COMSEC movement. 
5.  On top of TPI safe, retrieve inventory of material. 
6.  Verify material against inventory and place it in container.  Add or delete as necessary, documenting on 
inventory sheet. 
7.  Remove Simple Key Loader (SKL) and key on shelf 2. 
8.  Remove MGC; including all cords, printer and UPS and place on dolly. 
9.  Remove standalone computer; including all cords, printer and UPS and place on dolly.
10.  Remove STE and card and place in container.	
11.  Remove all extra STE cards and all little bins with gear/tokens/keys etc. in container.
12.  Remove all extra gear on shelves and place it on dolly.
13.  Remove all back-up media located on top of safe and place it in separate 
container.  
14.  Remove chronologically, correspondence and STE binders and place in separate container. 
15.  Check space for anything that might need to be relocated that has been missed.
16.  Secure vault door.  Proceed with the containers to the relocation site.
17.  Bring COMSEC equipment and red binder to location indicated by SCMSRO or KOAM.	
18.  Upon completion, inform SCMSRO, CDO and KOAM. 
FOR FIRES ONLY - FOLLOW THE BELOW PROCEDURES
ASSIGNED
COMPLETED
1.  Secure all classified material in safe, if possible.  If not possible, take it with you.
2.  All fire-fighting personnel on scene must be identified and recorded by full name and rank to show who had 
access to classified material. 
3.  All material being removed must be annotated where it is being relocated. 
4.  After fire has been extinguished, an assessment and reporting of probable exposure of classified COMSEC 
material to unauthorized personnel must be documented.  
5.  Post-emergency inventory must be completed by KOAM. 
6.  Upon completion, inform SCMSRO, CDO and KOAM. 
COMPLETION
EMERGENCY DESTRUCTION PLAN FOR THE VAULT
The CO, SCMSRO, KOAM or CDO will make the determination that COMSEC destruction must be held. 
TPI WILL BE ADHERED TO DURING EVOLUTION 
INSTRUCTIONS:  Give this sheet to the KOAM alternates present.
ASSIGNED
COMPLETED
1.  One alternate will guard the main entrance to the vault.  (If any assistance is needed, contact KOAM.)  
You are to assume your post until relieved, secured, or a life threatening situation arises.  Allow only authorized personnel in to the area as stated on the access roster, which is posted on the wall just inside the vault door.  All other business will be conducted outside the vault space. Once in place, record the date and time and sign below to indicate you are on guard duty.
2.  If "A" or "B" combo personnel are not present, one alternate will inform Security that we need the TOP 
SECRET and SECRET combos.
3.  Open TPI safe and remove and retrieve inventory of material.   
4.  Destroy all TOP SECRET material in safe in the following order in appropriate manner:  Superseded, 
Effective and Reserve Onboard (ROB).
5.  Destroy all SECRET material in safe in the following order in an appropriate manner:  Superseded, 
Effective and ROB.
6.  Destroy all Confidential material in safe in the following order in an appropriate manner:  Superseded, 
Effective and ROB.
7.  Remove COMSEC gear on shelves, zeroize, and physically destroy with sledge hammer.  
8.  Zeroize AKP and remove hard drives from MGC, then physically destroy with sledge hammer.
9.  Go to element drawers and physically destroy all KSVs with sledge hammer in the following order: 
TOP SECRET and SECRET.
10.  Once all KSVs are destroyed, zeroize vault STE phone.  
11.  Zeroize by pushing initialize and zeroized 3 times at the same time, then physically destroy all 
COMSEC equipment.
12.  Shred all publications.  
13.  Shred all binders, classified files, and backup media.  
14.  Physically destroy stand-alone computer  
15.  Return this destruction sheet and inventory to KOAM.  
16.  Upon completion, inform SCMSRO, CDO, and KOAM.  
COMPLETION
EMERGENCY PRECAUTIONARY PLAN FOR THE VIDEO TELECONFERENCE CENTER (VTC)
VTC Local Element (LE) will run the plan.
2.  Enter the date and time in the spaces provided as each task is assigned and completed.  Steps are to be 
completed in alpha/numerical order.   
ASSIGNED
COMPLETED
a.  Obtain sheets for EPP natural disasters and follow the instructions.    
b.  Contact CDO or the most senior officer present and advise of the EPP implementation. 
c.  Call the SCMSRO and advise of the EPP implementation. 
d.  Call the KOAM and advise of the EPP implementation and, if necessary, where to relocate the 
COMSEC. 
e.  Call a second LE user to Building 791 Room G101. 
f.  Begin preparing for relocation or destruction of COMSEC gear. 
3.  NAVPERSCOM KOAM will retain EAP sheets after completion of threat. 
4.  Record the date and time, and sign in the space provided after all of the above steps are completed.  
EMERGENCY RELOCATION PLAN FOR THE VIDEO TELECONFERENCE CENTER (VTC)
Once it is determined to relocate COMSEC material, Local Element (LE) will bring material to KOAM to relocate.
Joint Center, Building S241A, NOSC Building N930 or National Guard at the Memphis Airport will be relocation site, depending on the threat. 
FIRE ONLY - SECURE ALL COMSEC IN SAFE AND ENSURE EQUIPMENT BAYS ARE LOCKED.
If possible, retrieve inventory sheets prior to evacuating.  
INSTRUCTIONS:  Follow steps below.
ASSIGNED
COMPLETED
1.  LEs will ensure the assigned vehicle is readily available to transport classified material to an alternate site.  
It is possible, depending on the situation, that removal will be directed to an alternate site other than the NAVPERSCOM vault. 
2.  If combinations are not present, LE will obtain SF 700 Security Container Information Form from Security.
3.  LEs will call KOAM and inform them of the movement of COMSEC.
4.  Open safe, remove, and retrieve inventory of COMSEC material and container. 
5.  Remove SKL from safe and place it in container
6.  Remove KIV-7M located in VTC and place it in container. 	
7.  Verify material against inventory.  Add or delete as necessary, documenting on inventory sheet.
8.  Secure safe doors.  Proceed with the container to the relocation site. 
9.  Bring COMSEC equipment and red binder to location indicated by SCMSRO or KOAM.
COMPLETION
EMERGENCY DESTRUCTION PLAN FOR THE VIDEO TELECONFERENCE CENTER (VTC)
The CO, SCMSRO, KOAM or CDO will make the determination that COMSEC destruction must be held. 
TPI WILL BE ADHERED TO DURING EVOLUTION 
INSTRUCTIONS:  Follow the steps below:
ASSIGNED
COMPLETED
1.  Call a second LE user to Building 791 Room G101.
2.  If combinations are not present, LE will obtain SF 700 Security Container Information Form from Security. 
3.  Open safe, remove, and retrieve inventory of COMSEC material and container. 
4.  Destroy all SECRET material in safe in the following order in an appropriate manner:  Superseded, 
Effective and Reserve Onboard (ROB).  
5.  Destroy all CONFIDENTIAL material in safe in the following order in an appropriate manner:   Superseded, 
Effective and ROB.  
6.  Remove SKL and key and zeroize, then physically destroy SKL.   
7.  Go into VTC equipment room and zeroize KIV-7M by depressing the initial and zeorize buttons at the same 
time, 3 times.  Remove from rack and unplug all cables and physically destroy KIV-7M.
8.  Upon completion, inform SCMSRO, CDO and KOAM. 
COMPLETION
EMERGENCY PRECAUTIONARY PLAN FOR THE SECURE TELEPHONE EQUIPMENT (STE)
Local Element (LE) will run the plan.
2.  Enter the date and time in the spaces provided as each task is assigned and completed.  Steps are to be 
completed in alpha/numerical order.   
ASSIGNED
COMPLETED
a.  Obtain sheets for EPP natural disasters and follow the instructions.  
b. Call the SCMSRO and advise of the EPP implementation.  
c.  Call CDO or the most senior officer present and advise of the EPP implementation.  
d.  Call all alternates to vault.  
e.  Begin preparing for relocation or destruction of COMSEC located within vault. 
3.  NAVPERSCOM KOAM will retain EAP sheets after completion of threat. 
4.  Record the date and time, and sign in the space provided after all of the above steps are completed.  
EMERGENCY RELOCATION PLAN FOR THE SECURE TELEPHONE EQUIPMENT (STE)
The SCMSRO will make the determination where STE phone and KSV-21 cards will be relocated.
FIRE ONLY - SECURE STE KEY AND PHONE.  If possible, remove STE phone and KSV-21 cards prior to evacuation and bring to KOAM.
TPI WILL BE ADHERED TO DURING EVOLUTION    
INSTRUCTIONS:  Follow the steps below:
ASSIGNED
COMPLETED
1.  LEs will ensure the assigned vehicle is readily available to transport classified material to an alternate site.  
It is possible, depending on the situation, that removal will be directed to an alternate site other than the NAVPERSCOM vault. 
2.  If combinations are not present, LE will obtain SF 700 Security Container Information Form from Security. 
3.  LEs will call KOAM and inform them of the COMSEC movement. 
4.  Open safe, remove and retrieve inventory of COMSEC material and container. 
5.  Remove KSV-21 card and red EKMS binder from safe and place it in container.
6.  Disconnect STE phone from electrical outlet and phone cord and place in container.
7.  Verify material against inventory.  Add or delete as necessary, documenting on inventory sheet.
8.  Secure safe doors.  Proceed with the container to the relocation site. 
9.  Bring COMSEC equipment and red binder to location indicated by SCMSRO or KOAM.
10.  Upon completion, inform SCMSRO, CDO and KOAM.
COMPLETION
EMERGENCY DESTRUCTION PLAN FOR THE SECURE TELEPHONE EQUIPMENT (STE)
The SCMSRO will make the determination that STE/KSV-21 destruction must be held. 
TPI WILL BE ADHERED TO DURING EVOLUTION
INSTRUCTIONS:  Follow the steps below:
ASSIGNED
COMPLETED
1.  Call a second LE user to location of STE.
2.  If combinations are not present, LE will obtain SF 700 Security Container Information Form from Security. 
3.  Open safe, remove and retrieve inventory of COMSEC material and container. 
4.  Destroy all SECRET material in safe in the following order in appropriate manner:  Superseded, Effective 
and Reserve Onboard (ROB). 
5.  Destroy all CONFIDENTIAL material in safe in the following order in appropriate manner:  Superseded, 
Effective and Reserve Onboard (ROB). 
6.  Remove KSV-21 card and place in STE (if available) and zeroize STE by:
- Depress "Menu" button
- Depress "Scroll" button until you see "ZEROIZE TERMINAL"
- Depress "SELECT" and then "CONFIRM"
7.  Bring COMSEC equipment and red binder to KOAM.
8.  Upon completion, inform SCMSRO, CDO and KOAM. 
COMPLETION
COMPROMISE RECOVERY PLAN (CRP) FOR KOV-29
Instructions:  KOAM and alternates serving as Token Security Officer (TSO) for KOV-29, hereafter referred to as "token," will complete the CRP and all documentation required per EKMS-1 (series) and EKMS-1 Supp-1 (series)
Every effort will be made to recover last tokens, regardless of expiration of the 6 hour window.
If found, identify token in an amplifying message.
INSTRUCTIONS:  Follow the steps below:
ASSIGNED
COMPLETED
1.  Upon notification that a token cannot be located or has been compromised, the TSO will immediately 
conduct an inventory of all tokens held by the account. 
2.  Upon confirming remaining tokens, the TSO assigned to the token in question will disable it by setting the 
status to "Inactive" in KMI MGC.
3.  For tokens identified as lost:    
a.  After rendering token inactive, managers will have 6 hours to locate the device before proceeding to 
the next step.
b.  SCMSRO will be notified of potential incident and provided with date and time that the token was 
identified as missing.  The 72-hour COMSEC incident report (CIR) submission time frame, if applicable, will still begin at the time a token was initially identified as missing.
c.  If a token is located outside of the secure area (building 769, room 184C, vault) within 6 hours and can be confirmed as continuously in the 
control of an authorized individual:
(1) The TSO will review the audit log.
(2) If no anomalies are present, the Client Platform Security Officer (CPSO) will review the system audit.  
If both audits reveal no anomalies, the token may be set to "Active" within KMI MGC after notifying SCMSRO of audit results.   
(3) The CIR will be submitted per EKMS-1 (series).  
(4) Label recovered tokens with DTG of the corresponding CIR(s) and maintain separate from all other 
tokens until a response is received from competent authority.
d.  If a token is located within 6 hours and can be confirmed as having never physically left the secure area (building 769, room 184C, vault):
(1) The TSO will review the audit log.
(2) If no anomalies are present, the CPSO will review the system audit.  
(3) If both audits reveal no anomalies, the token may be set to "Active" within KMI MGC after notifying 
SCMSRO of audit results.  
e.  If a token is not located within 6 hours:    
(1) The TSO will immediately revoke the IA(M) and IA(I) certificate for the token in question.  
Token will then be identified as "Pending Investigation" with KMI MGC.
(2) Upon revocation of certificates, KOAM will proceed with CIR procedures as identified in the 
 EKMS-1 (series). 
(3) Chain of command notifications will take place per command policy.  
(4) For tokens identified as compromised:    
(a) TSO will immediately revoke the IA(M) and IA(I) certificates for the token in question.  
     Token will then be identified as "Pending Investigation" with KMI MGC.
(b) TSO and CPSO will conduct respective audits and report result to the SCMSRO.  
     Results of the audits will be included in the CIR.
(c) If a compromised token is not physically present, CPSO will conduct system audit and 
     report results to SCMSRO.
(d) CIR will be submitted per EKMS-1 (series).  Additional authorities will be notified as 
     necessary in the case of suspected malicious intent.  
INSTRUCTIONS:  Follow the steps below:
ASSIGNED
COMPLETED
(e) Label compromised token with DTG of the corresponding CIR(s) and maintain separate 
     from remaining tokens until response is received from competent authority.
5.  Upon receipt of disposition instructions, managers will notify the SCMSRO and execute disposition 
instructions.
COMPLETION
POST-EMERGENCY ASSESSMENT
The SCMSRO will make the determination when fire, natural disaster, or hostile action is over.
TPI WILL BE ADHERED TO DURING EVOLUTION
INSTRUCTIONS:  KOAM and alternates will complete the inventory.  
Document on Inventory Sheet.
ASSIGNED
COMPLETED
1.  Inventory all equipment and material relocated.
2.  Assess and create SF 153 COMSEC Material Report for all equipment and material that was destroyed.  
The SF 153 is available from the KOAM.
3.  Send message to CNO, NCMS, and DIRNSA per EKMS 1 (series).
4.  Re-issue all equipment or material as needed.
5.  If necessary, inspect spaces for security weaknesses.
6.  List all personnel (authorized and unauthorized: including fire-fighters) who had access to STEs and or 
COMSEC material.
EMERGENCY PRECAUTIONARY PLAN FOR NON-EKMS CLASSIFIED MATERIALS
The commanding officer, or most senior officer present, will make the determination if precautionary steps are required.
ASSIGNED
COMPLETED
2.  Obtain sheets for EPP natural disaster and follow the instructions.
3.  Call CDO and NPC Security Manager and advise of the EPP implementation.
4.  Begin preparing for the relocation or destruction of the classified materials.
5.  Record the date and time, and sign in the space provided after all of the above steps are completed.  
EMERGENCY RELOCATION PLAN FOR NON-EKMS CLASSIFIED MATERIALS
The commanding officer, or most senior officer present, will make the determination where the classified material will be relocated.
ASSIGNED
COMPLETED
1.  Open your safe.  If combination is not available, contact NPC Security Manager for the SF-700 Security 
Container Information Form to retrieve combination. 
2.  Retrieve all SECRET and CONFIDENTIAL classified material and place in a transport container. 
3.  Secure the safe.
4.  Transport material to relocation site.
5.  Upon completion, inform NPC Security Manager
COMPLETION
EMERGENCY DESTRUCTION PLAN FOR NON-EKMS CLASSIFIED MATERIALS
The commanding officer, or most senior officer present, will make the determination of destruction must be held.
ASSIGNED
COMPLETED
1.  Open your safe.  If combination is not available, contact NPC Security Manager for the SF-700 Security 
Container Information Form to retrieve combination. 
2.  Retrieve all SECRET and CONFIDENTIAL classified material and place in a transport container. 
3.  Secure the safe.
4.  Destroy all classified material using the closest available shredder.  Destroy SECRET material first, and 
then destroy all CONFIDENTIAL material. 
5.  Upon completion, inform NPC Security Manager.
COMPLETION
POST-EMERGENCY ASSESSMENT FOR NON-EKMS CLASSIFIED MATERIAL
The commanding officer, or most senior officer present, will make the determination when fire, natural disaster, or hostile action is over.
ASSIGNED
COMPLETED
1.  Security Manager inventories all safes with the point of contact for the safe present.
2.  Determine if any action needs to be taken for the safe.
3.  Secure the safe.
COMPLETION
EMERGENCY PRECAUTIONARY PLAN FOR NMCI SIPRNET HARD DRIVES
The commanding officer, or most senior officer present, will make the determination if precautionary steps are required.
ASSIGNED
COMPLETED
2.  Obtain sheets for EPP natural disaster and follow the instructions.
3.  Call CDO and NPC Security Manager and advise of the EPP implementation.
4.  Begin preparing for the relocation or destruction of the hard drives.
5.  Record the date and time, and sign in the space provided after all of the above steps are completed.  
EMERGENCY RELOCATION PLAN FOR NMCI SIPRNET HARD DRIVES
The commanding officer, or most senior officer present, will make the determination where the hard drives will be relocated.    
ASSIGNED
COMPLETED
1.  Go to your responsible SIPRNET room.
2.  Remove the CPU only and take it to the designated relocation area.
COMPLETION
EMERGENCY DESTRUCTION PLAN FOR NMCI SIPRNET HARD DRIVES
The commanding officer, or most senior officer present, will make the determination if destruction must be held.
ASSIGNED
COMPLETED
1.  Go to your responsible SIPRNET room.
2.  Open the computer chassis and remove the hard drive
3.  Destroy hard drive to the best of your ability with a mini sledge hammer.
4.  Place all remnants and mini sledge hammer in a bag.
5.  Upon completion, notify NPC Security Manager.
6.  Deliver bag to the NPC Security Manager.
COMPLETION
POST-EMERGENCY ASSESSMENT FOR NMCI SIPRNET HARD DRIVES
The commanding officer, or most senior officer present, will make the determination when fire, natural disaster, or hostile action is over.
INSTRUCTIONS:  NPC Security Manager and staff will complete the post assessment.
ASSIGNED
COMPLETED
1.  Inventory all equipment in SIPRNET rooms.
2.  Determine if any action need to be taken for the SIPRNET room and equipment.
3.  If applicable, inform NPC Security Manager upon completion. 
COMPLETION
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